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INTRODUCTION

 Smart Key System: We are developing a smart key
system using an Android app to replace traditional vehicle
key fobs, enhancing security and convenience.

 Lightweight mechanism to mitigate Black-Hole Attack:
Our research includes implementing lightweight ECC for
secure Vehicle-to-Vehicle (V2V) and Vehicle-to-
Infrastructure (V2I) communications, protecting against
network attacks.

e Physical Unclonable Functions (PUFs): We are utilizing
PUFs to create a robust challenge-response mechanism,
enhancing authentication and guarding against side-
channel attacks.

o Mitigate GPS Spoofing: A machine learning-based
anomaly detection system is being developed to identify
and counter GPS spoofing, ensuring reliable navigation
for autonomous vehicles.
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OBJECTIVES

To enhance the overall security of autonomous

vehicles by developing the following

components:

e Developing a Smart Key Vehicle Entry System
e Implement ECC-based authentication for V2V/V2l communications

e Implement a PUF based challenge response mechanism for autonomous

vehicles.
e Develop comprehensive anomaly-based GPS spoofing detection

framework.
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Research Questions

e How to enhance security by introducing a android application instead of
traditional key fobs?

e How to introduce a proper authentication mechanism to EV charging
stations by the smart key.

e How can lighweight ECC improve V2V and V2| security and efficiency?

e How effective is ECC-based authentication in mitigating black hole
attacks compared to PKI?

e How can PUFs provide secure challenge-response mechanisms for
autonomous vehicles?

e How can machine learning detect and mitigate GPS spoofing in
autonomous vehicles?
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BACKGROUND & RESEARCH
PROBLEM

e Traditional vehicle entry systems with basic RF chip key fobs are vulnerable to attacks like replay,

A

roll jam, and rollback due to limited encryption and power constraints, making them easy targets

for attackers.

e Current EV charging stations typically rely on RFID and credit card swipes for authentication,

which may not provide sufficient security against unauthorized access or fraud.

e Current Android key fobs are often designed J%__%E; _.15 Recaver L comman i
specifically for each manufacturer, limiting I ;
interoperability and flexibility across different vehicle .%Y __________
brands. - : i |
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OBJECTIVES -

Main Objectives

e To develop an Android application that replaces traditional key fobs by leveraging smartphones'
computational power to generate longer and more secure encryption keys, encrypt signals to
prevent man-in-the-middle attacks, and incorporate user authentication with Role-Based Access
Control (RBAC) and time-based permissions for granting temporary access to authorized

individuals.

Sub Objectives

e Design and Development of the Android

Application

Implement Enhanced Encryption Method

e Incorporate User Authentication and Access
Control

Establish Secure Communication Protocols
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METHODOLOGY 112
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REQUIREMENTS

Non- Functional

Functional Requirements:

it

|

e Authenticate users using

passwords, biometrics, or multi-
factor authentication (MFA).

Implement Role-Based Access
Control (RBAC) for temporary
aCCess permissions.

Generate secure encryption
keys and encrypt
communications to prevent
Interception.

Allow users to unlock, lock, and
start the vehicle through the

app.
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Requirements:

Security
Performance
Reliability
Usability
Scalability
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Technical Requirements:

Develop for Android,
compatible with various
smartphone models.

Operate both online and
offline, using secure
network protocols.

Use Kotlin and encryption
libraries for development.



TOOLS & TECHNOLOGIES

Technologies Algorithms & Architectures Techniques
e Kotlin(Android App e AES (Advanced Encryption e End-to-End Encryption
Development) Standard) e Time Stamped Ephemeral
e Firebase e Role-Based Access Control keys
e Bluetooth (BLE) (RBAC)
e Python e Multi-Factor Authentication
e AWS (MFA)
e Raspberry Pi e Elliptic Curve Cryptography
(ECOC)

9 V Firebase
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Work Breakdown Structure

Develop a Secure Android Smart Key

System
®
Initiation Planning Design Implementation Testing Closeout
| | Identify Research | Project Planning || Use Case Diagram | |Select aEnd Implgment | Unit Testing | |Publish the Research
Problem Encryption Algorithms Paper
| Iiggie ?:sos;i;s»sment —— Requirement Analysis —— Sequence Diagram —  Implement MFA —— Component Testing — Final Report
. : ; Implement Access
N E o Charter —— Feasibility Study - Wllrefr.ames —— Control module with —— Integration Testing — Researo| -
Document for application RBAC Recommendation
| Project Proposal || System Architecture || Design Application | |Bluetooth Low Energy | system Testing
Document Mockups Integration
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Presentation Mitigation Development
| Rapberry Pi
Implementation
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BACKGROUND & N
RESEARCH PROBLEM

Current Authentication Mechanisms: Existing V2V and V2|
communication systems primarily use traditional cryptographic methods,

which can be inefficient and resource-intensive.

Black Hole Attacks: V2V and V2l communications are vulnerable to black
hole attacks, where malicious nodes drop packets, disrupting network
reliability and safety.

Need for lightweight Solutions: Real-time communications in vehicular
networks require lightweight and efficient authentication protocols to
ensure quick and secure data exchanges.

Advantages of ECC: Elliptic Curve Cryptography (ECC) offers stronger
security with smaller key sizes, making it suitable for resource-
constrained environments like vehicular networks.
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RESEARCH GAP
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OBJECTIVES

Main Objectives

e Develop a lightweight ECC-based authentication mechanism to enhance the

security of V2V and V2| communications, effectively mitigating black hole

attacks

Sub Objectives
e Study current V2V/V2| authentication methods
and ECC benifits.
e Design a lightweight ECC-based protocol for
real-time use.
e Test the authentication mechanism in various

scenarios to ensure security to mitigate black

hole attacks
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METHODOLOGY
SYSTEM DIAGRAM
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REQUIREMENTS V&

Functional Requirements: Non- Functional Technical Requirements:
Requirements:
 Authentication: The system must verify « Accuracy  Cryptographic Libraries:
the identity of vehicles to ensure only e Performance Implement  ECC based
legitimate vehicles can communicate. e Availability cryptographic  libraries  for
« Data Integrity: Ensure that the data e Security lightweight  encryption  and
exchanged between vehicles and e Scalability decryption.
infrastructure remains Intact and
unaltered.  Simulation Tools: Use tools like
e Resource Efficiency: Use lightweight OMNeT++ for simulating and
cryptographic methods to minimize illustrating the process.
computational overhead on vehicle
devices. e Secure Communication
Protocols: Ensure secure
communication channels
pbetween vehicles and
infrastructurg.
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N—
TOOLS &
TECHNOLOGIES

Technologies Algorythm & Techniques
Architechtures

e OMNET++ e Elliptic Curve Cryptography [ ECC ] e Simulation: OMNet++

e C++ e ECDSA e Performance Evaluation

e Python (Elliptic Curve Digital Signature Algorythm) e Data Encryption and
e AES (Advanced Encryption Standard) Decryption

A

OMNeT++
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Work Breakdown Structure

Develop a Lightweight and ECC based

authentication Mechanism for V2V and
V2l communications

Initiation Planning Design Implementation Testing Closeout
Identify Research EErSES Rl Use case i D:ti‘%? c:“ ) ) Publish the
Problem diagram ghweigh Sp e research paper
Authentication
i i Ecc based
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application Blackhole attack
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BACKGROUND & RESEARCH
PROBLEM

e Traditional cryptographic methods are becoming insufficient because they are vulnerable to

sophisticated side-channel attacks, cloning attempts, and tampering threats.

e Physical Unclonable Functions (PUFs) offer a promising solution due to their inherent

unigueness and resistance to cloning.

e The challenge lies in integrating PUFs into a comprehensive challenge-response

mechanism that ensures the security and efficiency required for Autonomous Vehicles

(AVSs).
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OBJECTIVES

MAIN OBJECTIVES

Develop a PUF-based challenge-response mechanism to ensure robust
vehicle authentication and protection against physical attacks.

SUB OBJECTIVES

e Research current Physical Unclonable Function (PUF)
technologies and their use cases in security systems.

e Analyze the benefits of different PUF types (e.g.,, SRAM, Ring
Oscillator) for vehicle authentication.

e Develop a challenge-response mechanism utilizing PUF
technology that is tailored for vehicle authentication.

e Conduct rigorous testing of the PUF-based authentication
mechanism under various Environmental scenarios.
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METHODOLOGY

System Diagram
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REQUIREMENTS

Non- Functional
Requirements:

Functional Requirements:

e The PUF must be implemented in such a
way that it can generate unique,
unpredictable responses based on physical
hardware characteristics.

e The system must support a challenge-
response protocol where a vehicle can
generate a response to a given challenge
using the PUF.

e The system must verify the authenticity of
vehicles based on their challenge-response
pairs

Security
Performance
Reliability
Usability
Scalability

Technical Requirements:

e Implement a secure random

number generator (RNG) to
produce unique and
unpredictable challenges.

Test PUF responses under
various environmental conditions
(temperature, voltage) to ensure
stability.

Implement a system to
periodically regenerate
challenges to ensure they are
unpredictable.
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N—
TOOLS &
TECHNOLOGIES

Technologies Algorythm & Techniques
Architechtures
e challenge-response mechanism e Simulation: OMNet++
e C++ e Physical Unclonable Functions e Performance Evaluation

e Python

e Data Encryption and
> PyCrypto Decryption

A

Raspberry Pi

OMNeT++
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WORK BREAKDOWN STRUCTURE
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Project Proposal

Presentation
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Problem diagram CELIERENG research paper
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BACKGROUND & RESEARCH
PROBLEM

e GPS spoofing attacks involve deliberately manipulating GPS signals to deceive the vehicle’s
onboard navigation system, which can cause the vehicle to deviate from its intended path,

leading to accidents or even hijacking.

e The GPS spoofing attack generates fabricated GPS signals and interferes with the GPS
receivers, which can degrade the performance of the localization system. The fake GPS

signal usually has a higher strength to mislead the GPS receiver
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EXISTING RESEARCH

[1] Anomaly Detection Against GPS Spoofing Attacks
on Connected and Autonomous Vehicles Using
Learning From Demonstration

[2] Detection of GPS Spoofing Attacks on Unmanned
Aerial Systems
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RESEARCH GAP

e
X v
X v
v Y

Research [1]

Research [2]

Proposed Solution
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OBJECTIVES

Main Objectives

e Developing an anomaly-based GPS spoofing detection system involves
combining machine learning models with existing datasets and using a
Raspberry Pi to simulate and mitigate GPS spoofing attacks on

autonomous vehicles.

Sub Objectives

e Evaluate and select suitable machine learning models for anomaly

detection.

e Set up a Raspberry Pi environment to simulate GPS spoofing attacks.

IT21249648 | Wanigasekara WM.LW | 24-25J-140

e |dentify and acurate relevant datasets for GPS signal and trajectory data.
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METHODOLOGY N
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REQUIREMENTS

Functional Requirements

e Analyze deviations from expected
routes to identify possible spoofing.

e Detect irregular patterns in the GPS
data that indicate spoofing attacks.

e The system should identify spoofing
attacks in real time.

e Train the models and check the

accuracy levels of the data set

1T21249648 | Wanigasekara W.M.IL.W |

Non- Functional
Requirements

e Security

e Performance
e Reliability

e Usability
Scalability

24-257J-140

Technical Requirements

Implement machine learning or
statistical models for trajectory
and anomaly detection.

Deploy sufficient computational
resources to handle real-time
data processing and analysis.

Use appropriate programming
languages (e.g., Python, C++)
for system development.
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TOOLS & TECHNOLOGIES ¥

Technologies Architectures & Algorithms Techniques
e TensorFlow o KNN e Combining multiple detection
e Python e Dynamic Time Warping algorithms to improve overall
e SQL (DTW) detection accuracy and reduce
P false positives/negatives.
upyter
‘f | ‘ e Extracting relevant features
‘ N Nl R from raw GPS data (e.g., speed,
MH acceleration, heading changes)
F th ™ to improve model
pg On performance.
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